A Lightweight and Portable Approach to Making Concurrent Failures
Reproducible

Qingzhou Luo, Sai Zhang, Jianjun Zhao
School of Software
Shanghai Jiao Tong University
800 Dongchuan Road, Shanghai 200240, China
{seriousam, saizhang, zhad@sjtu.edu.cn

Abstract to try them all. Only a few of the interleavings or even one
specific interleaving actually produce the failure; thus, the
Multithreaded concurrent programs often exhibit bugs probability of reproducing a concurrent failure is extremely
due to unintended interferences among the concurrentlow. A traditional method of reproducing concurrent failure
threads. Such bugs are often hard to reproduce becauseis to repeatedly execute the program with the hope that dif-
they typically happen under very specific interleaving of the ferent test executions will result in different interleavings.
executing threads. Basically, it is very hard to fix a bug There are several problems with this approach. First, pro-
(or software failure) in concurrent programs without being gram executions revealing a concurrent failure are usually
able to reproduce it. In this paper, we present an approach, long and run under different environmental conditions. Sec-
called ConCrash , that automatically and deterministically ond, execution result depends on the underlying operating
reproduces concurrent failures by recording logical thread system or the virtual machine for thread scheduling - it does
schedule and generating unit tests. For a given bug (fail- not try to explicitly control the thread schedules; therefore,
ure), ConCrash records the logical thread scheduling or- executions often end up with the same interleaving many
der and preserves object states in memory at runtime. Thentimes. As a result, executing concurrent programs repeat-
ConCrash reproduces the failure offline by simply using edly is not necessary, and when a failure is detected, much
the saved information without the need for JVM-level or effort must be invested in reproducing the conditions (e.g.,
OS-level support. To reduce the runtime performance over-thread interleaving orders) under which it happens.
head,ConCrash employs a static datarace detection tech- The high cost of reproducing concurrent failures has
nique to report all possible race conditions, and only in- motivated the development of sophisticated and automated
struments such places. We implement@oeCrash ap-  analysis techniques, such as [8-10,12,13,17, 20,22, 25]. Of
proach in a prototype tool for Java and experimented on a particular interest for our work is thReCrash approach
number of multithreaded Java benchmarks. We successfullysroposed by Artzi et al [7]. In the pioneering work [7] on
reproduced a number of real concurrent bugs (e.g., dead- reproducing a software failure. They monitor every execu-
locks, data races, two-stage access) within an acceptabletion of the target(sequential) program, store partial copies
overhead. of method arguments, and convert a failing program exe-
cution into a set of deterministic unit tests, each of which
reproduces the problem that causes the program to fail. The
1 Introduction ReCrash approach is designed for sequential programs.
However, the non-determinism in a multithreaded concur-
The increasing popularity of multithreaded concurrent rent program might disallow the unit tests generated by
programming has brought the issue of concurrent defectReCrash to reproduce a concurrent failure.
analysis to the forefront. Multithreaded concurrent pro-  The work described in this paper aims to reduce the
grams often exhibit wrong behaviors due to unintended in- amount of time a developer spends on reproducing a concur-
terferences among the concurrent threads. Such concurrenent failure. A key element in designing such an approach is
failures or bugs - such as data races and deadlocks - ar¢he ability to provide a deterministic thread executing order
often difficult to fix without being able to reproduce them. of a non-deterministic execution instance. In this paper, we
However, in a multithreaded concurrent program, the num- proposeConCrash , an automated concurrent failure repro-
ber of possible interleavings is huge, and it is not practical ducing technique for JavaConCrash handles all threads



and concurrent constructs in Java, except for windowing by conclusion, where we recommend datwnCrash ap-
events, I/O inputs and network events which are topics of proach as a supplementary part of the existRgLrash
our future work. approach [7] when software failure occurs.

The ConCrash approach adapts the conceptlagical
thread schedulas described in [9]. !t monitors eaph critical 2 Motivating Example
event to capture the thread execution order during one exe-
cution of a multithreaded program. When a concurrent pro-
gram fails,ConCrash saves both information about thread [N this section, we use a real-world program to give an
scheduling and current object states in memory, and auto-overview of our approach. Consider the two-threaded pro-
matically generatean instrumentation schenamd a set of ~ gram snippet taken fromedcbenchmark [17] in Figure 1.

JUnit tests Theinstrumentation schenrecords the thread Two  threads  executing the  code  of
schedule information during the failing execution as pure MetaSearchResearch java and Taskjava  have
text, and then enforces the exact same schedule when reone shared variabléhread . There could be an un-

playing the execution. Th€onCrash approach can be synchronized assignment of null to fietdread _ (line
used on both client and developer sides. When a concurrenb5 of Taskjava ), which could cause the program
failure occurs, the user could senthatrumentation scheme to crash with aNullPointerException (line 54 in
as well as generatetUnit teststo developers. While devel- MetaSearchResultjava ) if the Task completes just as
opers could use @nCrash -enabled environment to replay ~ another thread callBask.cancel()

the thread execution order, step through execution, or oth- _
In MetaSearchResult.java

erwise investigate the cause of failure. _ 3 oublic_synchronized void cancel)  {
Unlike most of the existing replay techniques [9], our 52. if (thread_ = null)
53. thread_.interrupt(); //Potential crash point

ConCrash approach does not depend on JVM modifi-
cation or existing OS-level support for replay. Instead,
ConCrash instruments the compiled class files by modify-
ing its bytecode. To reduce the runtime performance over-In Taskjava

head,ConCrash also employs a static datarace detection g2 Public void 1un0 = {

technique [17] to find all possible race conditions, and only 5(1): gtch{ EEZL";EifZ,n e) ’ {
instruments such places. While starting to reproducing az% ggﬁf‘?ggi‘gﬁg‘ée% ‘Taskerun exceeption=%1", e);
failure, ConCrash eliminates the program’s nondetermi- sa.
nacy caused by JVM scheduler by transforming the com- 2> thread_ = null
piled nondeterministic multithreaded program into a deter-
ministic sequential program without changing the seman- Figure 1. A Motivating Example
tics.
We implement theConCrash approach in a prototype In this case, it would be nearly impossible to reproduce

tool for Java and experimented on a number of multi- the failure by repeatedly executing the original program due
threaded Java benchmarks. We successfully reproduced @ the huge volume of different thread execution orders.
number of real concurrent bugs (e.g., deadlocks, data racesvioreover, since in typical OS and JVM design, the thread
atomicity violation) within an acceptable overhead. The scheduler is nearly deterministic, executing the same pro-
main contributions of this paper are: gram many times does not help, because the same interleav-
e A lightweight and portable technique that efficiently ing is usually created. Actually, in our experiment environ-
captures and reproduces multithreaded concurrent fail-ment (Section 5), executing the original program for more
ures. than 300 times could reproduce only one failure.
o Implementation of a prototype tool for Java. Suppose that the motivating example is run in a

o An empirical evaluation that shows the effectiveness ConCrash -enabled environmentConCrash first uses an
and efficiency ofconCrash approach on Java bench- €XIsting static datarace detection technique [17] to prepro-
marks and real-world applications. cess this program to find all possible race conditions (it is

a one time cost).ConCrash instruments the program at

The rest of this paper is organized as follows. In Sec- the reported race conditions. In this example, line 53 in
tion 2, we give an overview of theonCrash approach us-  MetaSearchResult.java and line 55 inTask.java are
ing a simple motivating example. We describe the details of reported to be potential race conditions awhCrash in-
theConCrash approach in Section 3. In Section 4 and Sec- struments these two statements to monitor the thread exe-
tion 5, we describe the implementation issue€aifCrash cution logical order. For each method invok&@hnCrash
approach for Java and the results of our experiments, re-also maintains a state copy of the method receiver and argu-
spectively. Related work is discussed in Section 6 followed ments.



As soon as the (instrumented) program crashes,3 Approach
ConCrash will generatean instrumentation schenand a
set of JUnit tests The user could send the scheme and tests
with the initial bug report to developers. Upon receiving  The overview of our approach is shown in Figure 3.
such a scheme and tests, the developer coulGaserash Our approach consists of three stages: preprocessing (Sec-
(we provide an instrumentation tool @onCrash design)  tion 3.1), record & replay (Section 3.2), and offline anlaysis
to instrument the original program to resume the original (Section 3.3). The preprocessing stage employs an existing
thread schedule order. The purpose of this instrumentationstatic datarace detection technique [17] to find all possible
step is to convert the non-deterministic multithreaded pro- race conditions. Then, only a small part of program will
gram into deterministic sequential program without chang- be instrumented. The record & replay stage monitors the
ing its semantics. After then, the developer could run teststhread logical execution orders and preserves a state copy
under a debugger to easily reproduce the failure and locateof €ach object at runtime. The offline analysis stage syn-
its cause. ergizes the information collected during program execution

For this motivating example, one of the generated JU- and generate corresponding failure-reproducing JUnit tests.
nit tests is shown in Figure 2. In line 2 - 6 of Figure 2,
ConCrash first reads the current objecthisObject )
from a trace file to resume the state. This part is
adapted from the existingzCrashJ implementation [4].

ConCrash then reads other thread ObjeCtS from recorded The purpose of preprocessing stage is to reduce the per-

file (line 7, 8), and synchronizes them to restart at a cer- formance overhead. As described in literature [15,19], most

tain checkpoint before crash occurs (line 9, 10). Finally, of the concurrent failures are caused by data races. In the

ConCrash invokes the crashed method (and load aUgmentSconCrash approach, we emp|oy Chord to Statica”y report

if there is any) to reproduce the failure. all possible race conditions, and only instrument on such
program parts.

3.1 Preprocessing

1. public void MetaSearchResult_cancel_3() throws Throwable {
2 /IRead object from trace file
3. /ladpated from ReCrash implementation
4. TraceReader.setMethodTraceltem(3); . .
5 MetaSearchResult thisObject = 3.1.1 Static Datarace Detection
6 (MetaSearchResult) TraceReader.readObject(0);
J/ Resume thread execution orders Monitoring all program statements to capture the thread
7 ThreadEntity te = _ execution orders will introduce a significant performance
8. TraceReader.getStackTraceltem().threadEntity; . ..
9. Monitor.restartThreads(te.checkPoints,3): overhead. To eliminate such cost, we employ an existing
10. Monitor.waitForThreads(); datarace detection tool (Chord [17]) in our approach to de-
/l Method invocation tect potential dataraces. A multithreaded program contains
E ) thisObject.cancel(); a race if two threads can access the same memory loca-
' tion without ordering constraints enforced between them
Figure 2. A generated test case by ConCrash and at least one access is a write. As described in liter-
to reproduce the hedc failure. ature [15, 19], race conditions are often considered to be

manifestations of bugs and different access orders for a race
variable may cause the program behave differently. We use
Chord to report potential race conditions, and focus on such

Muitreaded v Progeam | conditions when perform instrumentation.
- > ¢ Datar stramentaton Class Instrumentation . i .
i ’ Preprocessing Chord is a static race detection tool for Java programs.

""""""""""""""""""""""""""""""""""""""""""""""""""""""""" The key point of Chord is thie-object sensitivitglias analy-

sis, and its detection algorithm is context sensitive and flow
cwesrpny jnsensitive. Chord reads program’s source code and byte
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" code, performs four stage analysis and outputs the results in

i Tests Developers exeute IUni et o files. Though it reports some false positives, its experimen-
' Offine analysis tation shows that Chord is applicable for static race detec-
tion for most programs.
Figure 3. An overview of the ConCrash ap- »Example. For the motivating example in Fig-
proach ure 1, Chord reports one data race pair, line 53 in

MetaSearchResult.java and line 55 inTask.java on
thethread _ shared variable«

Execute Program
Thread Execution Order
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Recording




3.1.2 Instrumentation Points 3.2 Record & Replay

Instead of instrumenting the whole program, we use the po-
tential races output by Chord and only instrument on these
points.

We insertmonitorenter instruction before each instru-
mentation point(IP), to guarantee the atomic execution for
the statement in that point. The instruction is associated
with a special lock object. After acquiring the lock, the cur- 3.2.1 Logical Thread Schedule
rent thread executes the critical event in the IP. After suc-
cessful execution, it increases global clock and its own local
clock. At the same time, the thread checks whether its local
clock equals with the global clock. If not, it indicates that
at least one thread switch happened after last critical event’
execution in current thread. In that situation we synchro-
nize the local clock with the global clock, record the last
local clock value and generate a interval of thread execu-

As described before, to capture a thread’s schedule, we
do not need to record every event during its execution.
Instead, we only care about the time intervals which are
bounded with thread switch points.

Capturing the actual physical thread schedule information
is neither feasible nor useful in our approach. Rather than
doing so, we record the thread’s 'Lamport clock’ as a log-

ical thread schedule. The Lamport clock was proposed by
ﬁ_amport [14], which used a scalar time stamp to measure
the logical clock of each thread execution. For example, we
use global clock and local clock to denote the time stamp

tion trace.

»Example. For the motivating example in Fig-
ure 1, ConCrash only instruments before and after the
statements which contain potential datarace (line 53 in
and line 55 inTask.java )
The instrumented code sample is shown in Figure 4. Note
that, adapting the technique usedReCrash [7], we also
instrument the entry and exit point of each method to store
the receiver and the arguments on the shadow stack.

MetaSearchResult.java

In MetaSearchResult.java
51. public synchronized void cancel() {
int _id = ShadowStack.push("cancel");
ShadowStack.addReceiver( this );
52. if (thread_ = null ) {
synchronized  (Monitor.lock)

Monitor.recordGlobalClock();
53. thread_.interrupt(); //Potential crash point
Monitor.recordGlobalClock();
}

}

ShadowStack.popUntil(_id);
¥

In Task.java

50. public void run() {
int _id = ShadowStack.push("run");
ShadowStack.addReceiver( this );

51. try  { runlmpl(); }

52. catch  (Exception e) {

53. Messages.warn(-1, "Task:run exceeption=%1", e);
53. e.printStackTrace();

54.
synchronized  (Monitor.lock)

Monitor.recordGlobalClock();
55. thread_ = null ;
Monitor.recordGlobalClock();

}
ShadowStack.popUntil(_id);
56. }

Figure 4. The instrumented code of Figure 1
to record logical thread order. Instrumenta-
tion code is bold.

of the global program and each thread respectively. At the
beginning the global clock and all the threads’ local clock
are initialized with 0. Whenever a thread performs a syn-
chronization operation, its Lamport clock value is updated
due to the thread'’s local clock and the global clock

LCnew = maX(LClocalv chlobal) +1 (1)

Then the new clock value is assigned to current thread’s
local clock value and the global clock value at the same
time.

During the record phase, we record the time stamp of ev-
ery critical eventin each thread’s execution, which in Java
are consisted of:

Shared variable accesseasre essential for dividing
thread schedules into different equivalent classes. We use
the term 'shared variable’ to represent the variable that can
be accessed by at least two different threads, which con-
trasts with thread-local variable that could only be accessed
in one thread. When multiple threads access the thread-
shared variables in different order, the program may behave
differently.

Synchronization eventould potentially affect the order
of shared variable accesses, thus affecting the possible log-
ical thread schedule. Java provides several kinds of syn-
chronization operationsmonitorenter and monitorexit
are used to acquire and release a lock of an object respec-
tively, which mark the begin and end of a critical section
in the program. To enter a critical section, a thread needs
to acquire the specified lock usimgonitorenter, and re-
lease the lock after execution withonitorexit; wait and
notify/notifyAll can be used to adjust the thread execution
order;suspendandresumeare also used for the same pur-
pose, and finallynterrupt can be used to interrupt another
thread’s execution. All the above synchronization events
could affect the thread execution order and need to be re-
produced as the interactions between threads.

Note that we do not need to trace every individual crit-
ical event in thread execution, instead we use a logical
thread schedule to record the begin and the end time stamps



of a few of consecutive critical events in one thread. In 3.3 Offline Analysis
each thread schedule, we record information in the form
<FirstCriticalEvent, LastCriticalEvent. The interval in After a multithreaded program crashes, we use the in-

every tuple is the thread's logical running time before a formation recorded to generate test cases and recreate all
thread switch occurs. the threads to simulate the crash scenario. Besides, we also
provide threads’ execution traces based on instrumentation

3.2.2 Thread Execution Order Record & Replay points to describe thread schedules for developers.

In each method entry, we make a checkpoint for all current

running threads. Whenever a new thread enters a method, i8.3.1  Unit Tests Generation
is registered on a global thread map. Each checkpoint main- . . .
tains the information of a thread’s executing method items We augment'the unit tests generation technique [7] devgl—
and the number of instrumentation points it has executed in-cheOI by Artzi et al. to handle concurrent features. In their

side the current method. We use a checkpoint stack for eac pproach, the methoq call stack data is captured and used
thread to push and pop checkpoint when entering or exist- or test cases generation when a crash happens. Whenever a

IEnethod is called, they push the receiver object and parame-
ters onto stack, and then pop those information after normal
When replaying a crash, the checkpoint information will e_xn of the method. After a crash _happens, ReCras_h can
. : ._simply generate test cases by passing the same receiver ob-
be used to recreate thread state. When implementing this . - .
ect and method parameters, which are serialized to the disk

a wrapper thread is introduced (discussed later). We counéDefore However. the ReCrash can not be applied to con-
the number of instrumentation points each replaying thread . ' . pp ,
current programs for the lack of monitoring threads’ states.

erieCrash only monitors main thread in the program execu-
tion, while exception thrown by other threads couldn’t be
monitored and handled by main thread.

As reCrashJ only supports crash exceptions in main
thread, we extend it to support all the running threads. Each
thread begins with thein () method, s&onCrash replaces

will be serialized and written to disk.

fore the crash. After all replaying threads reach their own
recorded instrumentation point, the crashed thread will be
invoked. Figure 5 shows the instrumented program for re-

play.

In MetaSearchResult.java

51. public_synchronized void cancel)  { the originalrun ()’s name with a new name and adds a new
52. if (thread_ !'= null) . .
synchronized ~ (Monitor.lock) run () (shown in Figure 6).
while (Monitor.globalClock < getFirstCriticalEvent(num)) class Task
Monitor.lock.wait(); {
53. thread_.interrupt(); //Potential crash point
if (Monitor.globalClock >= getLastCriticalEvent(num)) bijblic void run()
num-++; {
Monitor.globalClock++; try
Monitor.lock.notifyAll(); {
} } __original_run__benchmarks_hedc_Task();
) catch (Throwable e)
. e.printStackTrace();
% ) System.out.printin(e.getMessage());
49. public void run() TraceWriter.writeTrace(e);
50. try  { runimpl(); } }
51. catch (Exceptione) { 1
52. Messages.warn(-1, "Task:run exceeption=%1", e);
53. e.printStackTrace(); 1

54.

synchronized - (Monitor.lock) Figure 6. Instrumentation code for original

while (Monitor.globalClock < getFirstCriticalEvent(num)) run method.

Monitor.lock.wait();
55. thread_ = null;

if (Monitor.globalClock >= getLastCriticalEvent(num))

_num-+; All the threads run concurrently in multithreaded pro-

Monitor.globalClock++; .

Monitor.lock.notifyAll(); grams. For the purpose of reproducing concurrent pro-
6. ) gram’s crashes, only the crashed thread’s method call stack

data is not sufficient. Besides, we also need all other

Figure 5. The instrumented program of Fig-
ure 1 for replay. Instrumentation code is bold.

threads’ execution information to recreate these threads and
trigger the crash exception cooperatively. To do this, we
make checkpoints at the time when any thread enters any



method. The checkpoint contains all the alive threads’ exe-4  Implementation
cution information, which consist of the method’s name, the
thread that is executing, and the number of critical events
the thread has executed in that method. The checkpoints are We have implemented our approach for concurrent
stored together with the thread’s method stack data, so theyJava programs using the Chord static datarace detection
can be deserialized in test case generation stage. We wilfool [17], reCrashJ tool [7], XStream [5] framework, and
show that with the checkpoints’ information we are able to ASM library [1]. The current implementation of our ap-
simulate the scenario of multithreaded crashes. proach supports Java version 1.6. We next present the im-
When generating test cases, we not only load objects toPlementation details of the main stages of our approach.
invoke the crashed method, but also invoke all other alive  Preprocessing stage.We have implemented the pre-
threads at the crash time. To make sure all threads reaclprocessing stage based on the Chord [2] ,an existing static
the same points as in the crash scenario, we count the indatarace detection tool for Java. Chord takes the program’s
strumentation points it has executed, compare them to thesource code and bytecode as an input, uses call-graph con-
recorded information. If a thread has executed the samestruction, alias analysis, thread-escape analysis and lock
amount of instrumentation points recorded before, then weanalysis to compute pairs of memory accesses involved in
simply consider it has reached the same state as in the crastaces. We store the Chord’s running results in a file as a

point. list of instrumentation points, each of which specified by
»Example. For the motivating example in Figure 1, the class name involved in race, the line number of the race

suppose when thread T1 imetaSeachResult.java en- statement and the field of race variable.

ters the method cancel,another thread TPask.java has Record & replay stage. In this stage, we implement

just finished the invocation ofinimpl (). Inthe methoden-  i1e instrumentation engine in t@enCrash approach using
try of cancel we record the extra information about the name p g\ [1]. Instead of modifying the underlying JVM or per-
of method T2 is in (In this example ask.run ), and also  orming source-code-level instrumentation, we only instru-

the number of critical events T2 has executedimimpl (). ment pure Java bytecode. We use synchronized code block
With these information, we could recreate threads and letyq wrap each statement in instrumentation points, and then
them reach the same state in crash time. synchronize local logical clock with global logical clock

The last issue we care about is how to recreate all cor-gnq finally increase global clock after successfully execute

responding threads in the generated test cases. Since JUnjhe statement. Figure 8 shows the instrumented code for the
doesn’t support multithreaded test cases up now, we Use &tatement "times++".

WrapperThreado achieve the goal. By using Java Reflec-
tion APIs, theWrapperThreadchas the ability to dynami-
cally invoke the specified method when needed. Figure 7

shows the code of reflection iWrapperThread gc-copy = Monitor.globalClock;
Monitor.globalClock ++;

if (localClock < gc _copy)

synchronized  (Monitor.lock)
{

public void run()
LastCriticalEvent[num] = localClock;
tr num = num + 1;
y FirstCriticalEventlnum] = gc _copy;
Method m = c.getDeclaredMethod(methodName, paraTypes); ++ times:
m.invoke( this .owner, this .args); localClock = gc  _copy + 1:
catch (NoSuchMethodException e) }
System.out.printin("Error"); . .
return Figure 8. Instrumentation code for synchro-

} nization.

Figure 7. Code sample for WrapperThread. . .
When recording the state objectSpnCrash keeps a

After all threads are recreated, we let them run arbi- Shadow copyf each object on the shadow stack.
trary until they execute the same number of critical events  Offline analysis. We implement the test generation part
recorded in the checkpoint before. We sdtaarier for all by modifyingreCrashd [4] to support multithreaded fea-
the threads, when they all reach the same state as in théures. LikereCrashJd , theConCrash implementation uses
checkpoint, we release tharrier and deterministically re-  the stored shadow stack to generate a suite of JUnit tests.
play their execution based on the recorded schedule. Therkach test in the suite invokes all alive threads at the check-
the crash will be triggered again with all threads’ coopera- points, and loads the receiver and method arguments from
tion. the serialized shadow stack.



5 Empirical Evaluation 5.3 Results

To evaluate the effectiveness and efficiency of our pro-_ The experiment results of concurrent cras_h reproducibil-
posed technique, we experimented on a number of multi-ity and performe'mce overhead are shown m_TabIe 2 and
threaded Java benchmarks. Our experimental results indi-1able 3, respectively. In Table 2, columigstsis the to-
cate thatConCrash is able to deterministically reproduce a &l number of JUnit test€onCrash has generated, while
number of typical concurrent failures with a tolerable over- c0lumn #Repis the number of JUnit tests which could re-
head. For each benchmark, we also analyze the reproduce@roduce the crash. In Table 3, colur@miginal(ms)is the

bugs in details and show how the generated test cases ar@Xecution time of original program, colunimstrument(ms)
useful for debugging. is the execution time afonCrash -instrumented version of

subject program, and colunfile size (kb)is the size of

. generated trace file (including instrumentation scheme).
5.1 Subject Programs

Programs Bug Type | Exception #Tests | #Rep
Type
[ Programs [ #Loc | #Class | #Method [ #Threads] Allocation Vector ;\évcc;ztsage inconsistent | 2 2
Allocation Vector | 304 3 7 3 Xtango Deadlock | - 1 1
Xtango 2088 | 31 220 3 Hedc Datarace | null pointer | 4 3
Hedc 29948 | 530 3552 8

Table 1. Subject Programs Table 2. Crash reproducibility study result.

We evaluate ConCrash on a suite of multi-

threaded Java programs.  The suite includes the®-3:1 Failure Reproducibility
multi-threaded benchmarks from the Java Grande\ye can observe from Table 2 th@onCrash was able
suite  @llocationVector [3]), an animation library o reproduce all three kinds of typical concurrent crashes

(Xtango [23]), and a web crawlemgde [17,25]). . (Two-stage access, deadlock, and datarace) in the subject
Table 1 summarizes the number of lines of code in the program investigated. For the crashes in Allocation Vec-

original program (#Loc), the number of classes (#Class), tor and Xtango benchmarksonCrash achieves a 100%
the number of methods (#Method), and the number of activereproducibility rate. For the Hedc benchmark, 3 out of 4

threads (#Threads). generated test cases can reproduce the crash caused by data
race.
5.2 Procedure Allocation Vector benchmark. This program performs

management of allocated and deallocated blocks, by using

We focus on the crash reproducibility and performance Allocation Vector/BitV_ector/itmap, in whif:h i-th entry in-
overhead ofConCrash in this empirical study. For each dicates the status of i-th block. There is a two-stage ac-
subject program, we first use Chord to find all potential €SS bug in line 48 - 50 iMestThreadl.java  file. When

datarace conditions. We instrument the program and deplof'OCk is allocated, first "free block inde3< found” and then
it into a ConCrash -enable environment. the free block is marked as allocated”, and this two ac-

We follow the instructions on bug report [2] to repeat- tions are not gynchrgmzed be.tween them, therefore a user-
defined state inconsistence will be throv@anCrash gen-

edly run the program, to make the concurrent failure hap- tes two tests t d this fail We sh ¢
pen. When an buggy interleaving happens and the programera €s two tests o reproduce this fafiure. Vve snow one o

crashes with an exceptio@pnCrash output an instrumen- them as follows in Figure 9.

tation scheme which captures the thread execution orders<tango benchmark. Xtango comes with a deadlock bug. It

(when failure occurs), and a set of JUnit tests. is a demo program that among other things create two cir-
To evaluate the reproducibility of generated test cases,cle which callsexchangePosAsync  and exchangePos .

we first useConCrash to instrument the subject program Both methods cause the two circles to exchange position by

using the generated instrumentation schedule to make théidling across the screen. However, this can cause deadlock,

multithreaded program to run deterministically. Then, we PecausexchangePos andexchangePosAsync both lock

run all generated tests (on the instrumented version) tothe first circle object then the second. Without the help of

check whether the exact same exception will be thrown. We ConCrash , repeatedly execution 200 times could lead to

also measure and compare the time and memory usage of"ly 1 deadlock. In contrasConCrash achieve a 100%

the original and instrumented versions of subject program, "eproducibility rate.

while reproducing a concurrent failure. Hedc benchmark. The hedc benchmark is developed by



public void  (testMarkAsAllocatedBlock) 5.4 Threat to Va]idity
{

TraceRead.setMethodTraceltem(1);

Bug.Allocguio%ector trqlisObjectT read “Obieci(0 Like any empirical evaluation, this study also has limi-

= . tf t . 1(0); . . .

(Bug-AllocationVector) TraceReader.readObject(0) tations which must be considered. Although we have ex-
/IReplay for multiple threads perimented several well-known multithreaded Java bench-
ThreadEntity te = Kks. i hich the | i 29KLOC, th

TraceReader.getStackTraceltem().threadEntity; marks, In whic t.? argeSt one Is over ot ey arg
Monitor.restartThreads(te.checkPoints, 1); smaller than traditional Java software systems. For this
Monitor.waitForThreads(); . .

case, we can not claim that these experiment results can

/lload arlgumznts and invoke method be necessarily generalized to other programs. On the other
t = ; . . .

thisobject markasAllocateBlock(arg. 1); hand, the systems and crashes we chose to investigate might

} not be representative. Though we experimented on repro-

ducing several typical concurrent failures, such as data race,
Figure 9. Test case generated for Allocation deadlock, and atomicity violation, we still can not claim

Vector benchmark. ConCrash could reproduce an arbitrary crash in concurrent

software.

Another threat is that we have not conducted any read-

. . . ability study about the generated test case on software de-
ETH [25] to implement a meta-crawler for searching multi- e joners (thought the readability of the test case is sec-
ple scientific Internet archives in parallel. This benchmark ondary to reproducibiity). For this reason, we might not
includes three threads in total, two of which interact with pa anje to claintonCrash can be applied to real-world de-
each other to issue and handle random queries. It includes Jelopment process.
bug as we described in Figure 1. While this bug occurs un- 1g fina| threat to internal validity maybe mostly lie with
der one very specific thread interleaving, it would be nearly ,osiple errors in our tool implementation and the measure

impossible to reproduce it merely by repeated executions. ot gyneriment result. To reduce these kind of threats, we
ConCrash generates four tests (Figure 2), one of which oo performed several careful checks.
fails to reproduce the failure. We will discuss the reason

later. 5.5 Discussion

When designing theConCrash approach, we choose
bytecode level instrumentation to make concurrent failure
be deterministically reproduced. If we use OS-level sup-

5.3.2 Performance Overhead

[ Programs [ Original(ms)[ Instrument(ms) File size(kb) | port or JVM-level capture and replagonCrash would
Allocation Vector | 32 1313 12 have to be deployed on a specific environment, which
Xtango - - 7 will deteriorate the portability of our approach. In current
Hedc 7904 8804 21 ConCrash implementation, no other program or configu-

ration is needed, and the pre-instrumentation also permits
the high comparability o€onCrash -enabled environment.
We compare the execution time of original program and ~ As mentioned above, we use Chord to report poten-
ConCrash -instrumented version in Table 3. The instru- tial datarace conditions in order to reduce the performance
mented version of Allocation Vector imposes a slow down overhead. However, the result of Chord (or other analysis
about 40 times. That is because the shared variable involvedechniques used for preprocessing) might affect the preci-
in the two-stage access bug is in a deep loop, so we need tgion/effectiveness of theonCrash approach. Investigating
checkpoint every time when the loop is executed. Although the tradeoffs would be one of our future directions.
this overhead is significant, it has not limited our ability =~ Current implementation ofConCrash reuses the
to collect data from long-running program. The Xtango reCrashJd infrastructure. It uses shallow (depth-1) copying
benchmark suffers a deadlock bug, so we could not mea-strategy as default mode. However, in some cases (e.g., the
sure the accurate execution time. There is a relative execuHedc benchmark) an argument is side-effected, between
tion time slowdown (17%) in the Hedc benchmark. As we the method entry and the crash point, in such a way that
see in the motivating example, the datarace bug in Hedc oc-Will prevent the crash from reproducing.
cursinrun() andcancel() methods. Thus, we only need
to instrument before and after these two places. 6 Related Work
The trace file size including instrumentation scheme is
very small - 27kb for the largest benchmark. It could be In this section, we discuss some closely related work in
easily sent via Internet to developers when crash happens. the areas of multithreaded program analysis, testing, and

Table 3. Performance overhead study result.



debugging. When a crash occurs, it reproduces the failure offline by

Much research has been done on testing and debuggingimply using the saved information without the need for
multithreaded programs. Researchers has proposed analy}VM-level or OS-level support. To reduce the runtime over-
sis techniques to detect deadlocks [18], data races [17], andiead,ConCrash uses an effective existing datarace detec-
atomicity violations [12]. The problem of generating dif- tion technique to report all possible race conditions, and
ferent intervealings for the purpose of revealing concurrent only instruments such places. We implement@beCrash
failures [18] and record/replay techniques [9, 16, 24] have approach in a prototype tool for Java. Our experiment on
also been examined. Moreover, systematic and exhaustiveseveral well-known multithreaded Java benchmarks indi-
techniques, like model checking [13], have been developedcates thatonCrash is effective in reproducing a number
recently. These technigues exhaustively explore all inter- of typical concurrent bugs within an acceptable overhead.
leavings of a concurrent program by systematically switch- We recommend th&onCrash approach be an inte-
ing threads at synchronization points. grated part of the existin@ReCrash technique. As our

Choi et al. [9], presented the concept of logical thread future work, we would like to examine alternative tech-
schedule and proposed an approach to deterministically reniques like dynamic program slicing [6] to improve the
play a multithreaded Java program. They are able to repro-performance ofConCrash . We also intend to investigate
duce race conditions and other non-deterministic failures.the cost/effectiveness tradeoffs when reproducing concur-
However, Choi et al's method relies on the modification of rent failures at the application level.
underlying JVM, while our method use bytecode level in-
strumentation to capture the thread execution orders. More
over, our approach generates a series of JUnit tests, whic
helps developers to confirm the concurrent failures.

The most similar work to us is Kim et al. [7]'s pioneer-
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